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Executive Summary
Architecting Secure Networks Meeting Modern Demands

~ 1 Challenges of Architecting Secure Networks
oo e Designing Secure Networks for the 21t Century

Securing Applications and Content Delivery

~ = Challenges in Developing and Managing Secure
Applications and Content

_con e Challenges in Deploying and Managing Secure
Applications and Delivering Content

Achieving Global Infrastructure Security

~ 1 Challenges in Achieving & Managing Global Infrastructure
Security

o0 v Innovations Needed to Secure Global IT
Infrastructure

Media Roundtable: The Future of Security

Conclusion



Networks now underpin all aspects of modern
life, from aviation to communication, from
healthcare to education, from finance to
national security. Petty criminals, organized
criminals, nation-states, and “hacktivists”
exploit this fact of 21st-century life for financial
gain, social action, and even outright warfare.

The IT community has been diligent in its
efforts to stem the tide of cybercrime that
today inconveniences or harms individuals,
businesses, governments, and entire
societies. But despite expensive efforts to
secure networks, servers, and client devices,
vulnerabilities persist. And the proliferation of
mobile devices is introducing a new category
of threats.

Cybercriminals currently have the advantage,
introducing a torrent of new threats daily.

To prevail, the IT industry must counter
cybercriminals’ innovation with our own. We
need agile, adaptive approaches to protect
the confidentiality, integrity, and availability
of information. The effort must be a joint
one by the private and public sectors, and
span standards, education, processes, and
technology. And the stakes are high, affecting
quality of life, the economy, and national
security.

CTO FORUM—SECURITY

In April 2011, the CTO Forum came together to
examine the challenges and the pros and cons
of various solutions. During keynote sessions,
panels, and deep-dive sessions, we tackled
questions such as, what are the architectural
limitations of current security models? Where
fundamental breakthroughs are needed?
What can we do now? Participants included
Chief Technology Officers, Chief Information
Officers, Chief Operating Officers, Chief
Enterprise Architects, academicians, and
computer scientists from Fortune 500 firms.

This white paper summarizes the forum
proceedings. We invite you to use the ideas
in the paper to strengthen your organization’s
security posture, and as a springboard for
innovation to secure the networks that have
become the bedrock for social interaction,
interaction, commerce, and government.

Sincerely,

Basheer Janjua
Founding Chair and President,
CTO Forum




Conclusion

Security challenges are growing exponentially,
tracking the growth in number of devices

and ingenuity of attackers. Stopping security
breaches requires aggressive response by
responsible people. While it's easy to question
the people who are being attacked, it's almost
impossible to question the people that are
doing the attacking. Typically they experience
little or no consequences for their behavior.

70

Security has become a high-priority issue in
nearly every boardroom. The more that we
can do to educate employees and consumers
of risks, the better able they will be to make
informed decisions. Informed people are the
first line of defense. Backing them up requires
technology, and policy at a national level. The
combination will put us on a fair playing field
with bad guys.

IT leaders will play a central role in
realizing the vision of these technologies,
both by providing the tools and guiding
the cultural transformation. Ultimately,
transformation is as much about selling
the value of IT as a Service into the

organization as it is about technology.
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2011 Event Calendar

15-18
(Wed-Sat)
CTO Institute

13 (Thurs)

CIO Councill

2012 Event Calendar

9 (Thurs)

CIO Council

13-16
(Wed-Sat)
CTO Institute

11 (Thurs)

CIO Council

11 (Thurs)

Energy Council

8 (Thurs)

CTO Forum

12 (Thurs)

CTO Forum

9 (Thurs)

Energy Council

8 (Thurs)

CTO Forum

This calendar repeats annually, with events falling on the second Thursday
of the month (the CTO Institute excepted).

The CTO Forum

Join This Exclusive Community

The CTO Forum is an invitation-only, non-commercial, non-profit
organization dedicated to fostering a trusted, open and creative
environment where the brightest minds of our time convene

to address the industry’s most important issues. CTO Forum
members collaborate and develop solutions that harness the
extraordinary potential of technology.

To qualify for membership eligibility, please contact us:

408.806.9595

membership@thectoforum.net

For further event information, please visit www.thectoforum.net.
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